Step-by-Step Registration Instructions

This job aid describes how to

e register to receive the primary user Id and password to access the Provider Online Service Center (POSC);
e set up security for staff and related entities in the POSC; and

e set up security in the Virtual Gateway.

Set up security for the Provider Online Service Center (POSC)

Perform the following steps.
1. Go to the POSC at

www.mass.gov/masshealth/providerservicecenter.

H Provider Services

 HOMe

2. Click Set-up Security Access on the
navigation bar at the left of the screen.

The PIN Entry panel appears.

> Administer Accourt
» Reference Publications

~> Set-up Security Access

Enter PIN and MassHealth Provider Number

Find your Personal Identification (PIN) in the

heading of your Provider PIN Registration Letter.

See sample PIN registration letter with arrow
pointing to location of PIN.

Perform the following steps from the PIN Entry
panel.

1. Enter the eight-digit PIN from MassHealth
Provider PIN Registration Letter.

2. Enter your current seven-digit MassHealth
Provider ID.

3. Click Submit.

The User Registration panel appears.
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John Dioe
101 Main Street

‘ Perzonal Identification Number (PIN). XXXXXIHX
MewbIMIZ Provider [D/3ervice Location: 000000000/4]

Current IMassHealth Provider Mumber @ 5 diges ave digplgped): XX X XK
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Set-up Security Access
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Thank you for choosing to register with the MassHeartt'f
received via mail and all 7 digits of your existing MazsH?
MaszHealth Customer Service Center at 1-800-841-2a0,3
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PROVIDER PIN REGISTRATION LETTER *

Flease mpuf all seven digits of your current MassHealth provider number in the registration panels during regisfration
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Enter Provider Information
Perform the following steps from the User
Registration panel.

1. Enter your provider information in all fields.
2. Click Submit.

3. Wait for the User Registration Confirmation panel
to display.

4. Close the browser window.

Once POSC registration has been confirmed, a New
User E-mail will be sent with Virtual Gateway log on
information.

You will need this e-mail to continue.
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User Registration

Provider ID | Service Location

Last Hame * IDoe—
First Hame | Jane
Date of Birth + rﬁﬁﬁ'xx_m
ssir [X000C tast 4 umbers only
Email + | jdoe@med.com

Zip code * I 02110

Plyene Humber » |555-555-0000

w [

User Registration Confirmation

Thank you for registenng wih the MassHaz
shiren below. Flease store an electronic "

Usermame Jdoe

Pasaword dOTUSME

T o

ervie e Conter - Micrusoll Inbernet Fglurer

=181x
Tosk  Help
TE - | B O ecohariss | (O Fed - T Chek - bl - €= ISenin - bmﬁu/
AT Tooks @] @lrmor-ga g ol ] Mermber Online Servios Center @8 | VG LogneLAT ] / »
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#.chs. state.ma.us/D) réptmtret wndowl. sbe 2wl }fﬂkﬂ 5‘,
man Services Mass. jjor Vs 3
[ osie | cossunicrs [ proviores | Restancners | sovemsent ] Click "X" to
* Mags . Gov Home * Stste Agencies * State Online Services *Provider Dashboard close the
Sotup Seourt Actens =kl
Usor Rogistration Confirmation browser.

Triank you for registering witn the Masshiestn Provider Crlne Service Certer. Your Usermame and Fassweord are
ERm bekrer. Flasse Siore 4 shictronk of papsr 0Py o1 your user ID 8hd passwond for Rturs raterence.
Username jdog

Password IOTUIMZ

Subject: New EOHHS Virtual Gateveay Liser 1D

& User ID has been created for you to access the EOHHS Vintual Gateway. If you or sameone in your organiz
organization's Access Administrator immediately or contact Virtual Gateway Customer Senvice. Your accoun

User Name: jdoe
Temporary Password: dIOTUSMZ

You can access the EOHHE Vitual Gateway through the Internet at hitp £
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Log on to Virtual Gateway

Click the link in the New User E-mail to access the EOHHS Virtual Gateway login page.

Perform the following steps from the Welcome Virtual Gateway User page.

1. Enter your Username and Temporary Password you received in the Virtual Gateway New User e-mail.

2. Click Submit.

The Change Password page appears.

Change Your Password

Perform the following steps from the Change
Password page.

1. Read the password requirements.

2. Enter your new password twice (Password and
Confirm Password).

3. Click Change Password.

e Ifyou are an existing user, the Manage My
Profile page appears.

e Ifyou are a new user, the Terms of
Conditions page appears.

a. Read the Terms and Conditions.
b. Click Agree.
The Manage My Profile page appears.

Enter Profile Information

On the Manage My Profile page, click the Account
Attributes tab to enter (or change) provider account
information. Required fields are marked with a red
asterisk (*). Click the Save button when finished.
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Change Password

‘Welcorme to the Virtual Gateway! Your current password has expired and you must create a new one.
Enter your new password twice and then click the Change Password button. Please make sure to choose a password that conforr

Ifyou need assistance, contactthe Yirtual Gateway Customer Service at 617-210-5759

Password I ¢
GConiirm Password I &

In orderto successfully change your password, it rust adhere to the following minimum password requirerments:
Pasgwords must contain

Between & and 16 characters
One uppercase character (&, B, C)
Ore lowercase character (3, b, &)
One number (1,2, 3)

However, passwords cannot contain:

« Thewords st "password’ or "pass”

e« Yourfirst name, your [ast name, or your full name
« Your account|D

e Your email address

change Password | cancel |

Home Change Password Account Altributes AuthensCation Questions

Manage My Profile

Welcome, jdoe  Select 313b above 10 MANAGE yOUS PESSWONY, account aributes
including émal address, Mailing acdréss and phone nuMbes information of Suthendication

GUEshons
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Answer Authentication Questions

Click the Authentication Questions tab from the o .
Manage My Profile page. Perform the following steps Authentication Questions

on the Authentication Questions page. Please answer at least five of the following questions.

1. Enter the answer to five of the seven security Question Answer |
guestions. (Your answers are not case sensitive). \Wnat was your first pets name? | Sheba ‘
You WI”_ ne_ed to ansyver some Of the, What is the name of your elementary school? [ MCkinley
authentication questions as verification when you -
change your password or if you forget your B e [
password. Questions are chosen at random. ‘ Wnat was the color of your first car? “ Green
Select responses that are easy to remember. Wit was e raie ofyour Szt car? [ Ford

2. Click Save. The Virtual Gateway Home page What was the name of your first grade teacher? |
appears. ;

[ What is your fathers middie name? “ Anthony

3. Click Log Out to log out of the Virtual Gateway.

Sﬁl Cancel

Return to the Provider Online Service Center (POSC)

Go to the POSC at www.mass.gov/masshealth/providerservicecenter. You may also access the POSC by clicking
the Medicaid Portal link on the Virtual Gateway Home Page.

Perform the following steps from the POSC Homepage.
1. Click Log In.

2. Enter the Username and the new Password you established in the Virtual Gateway.

Create a Subordinate Account

Perform the following steps from the POSC Home B provider Services
page. > Hotme
1. Click Administer Account in the navigation bar v administer Socount

= Change Password

> NMiznage Subordinaie
Accounts

2. Click Manage Subordinate Accounts. The > Reference Publications
Subordinate Search panel appears.

at the left of the screen.

= Zet-up Security Access

3. Select your Provider ID/Service from the drop-
down I|St Select from the Provider dropdoywn to manage subordinates.
4. Click New Subordinate. Provider |00OO00000/A jdoe Jd|

The Add New Subordinate panel appears.

Hew Subordinate | | Link Subordinate |
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Enter New Subordinate Information

Perform the following steps from the Add New
Subordinate panel.

1. Enter the subordinate’s information.

2. Select the available service you want the
subordinate to have access to from the Available
Services column.

3. Click the arrow pointing to the Assigned Services
column to assign the service to the subordinate.
You may assign as many available services as
you choose.

4. Click Submit.

Note: The system-generated username and
password will appear on the confirmation
message.

5. Repeat the process for additional subordinates.
A User Confirmation is generated for each
subordinate.

6. Log out of the POSC.

Note: Tell subordinates to watch for a Virtual
Gateway New User E-mail and to use the link to
change their password and answer security
guestions.

Important: You may now access provider services
from the POSC directly without entering from the
Virtual Gateway. We suggest that you bookmark
(add to Favorites) the POSC home page.

POSC Registration Job Aid
Executive Office of Health and Human Services

Add New Subordinate

Lastllame * [Doe

Middle
First llame IJuhn initial 1 ®
Date of Birth I1wzz (mmidd - month and day only)
ssli I #99 (fast 4 numbers only)

cip code [ o210

johndoe@med.com

Please choose the services that this subordinate requires.
Available Services Assigned Services

\View Provider Reports j 51 | View Provider Reports
Manage MMQ .

Manage Referrals Ls

Manage Sco and Pace Me |4

Manage Subordinate Accc [

Provider Enrollment ;l

5l

H Manage Subordinate Accounts DE

A new subordinate has been crested for John Doe.

Use the following Username and Password:

Username jdoe
Password MIbMNAAIT

I you require assistance or support related to this request, please contact Customer Support at 1-
$00-541-2900.

Close

Add Another Hew Subordinate
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